


CTATUCTUHECKUE OAHHDbIE O KUBEPMPECTYNMHOCTH

1/,

w % 322023 - 2,6 MAH. py6ei

Q 3a 2024 — 6onee 1,4 mnH. pybnen
ExxeHepenbHo okono 380 npectynneHumn

TpeTbAa yacTb pernuctpupyerca 8 MMUHcCKe

CambIiM BO3pacCTHbIM noTtepneswnm no 86 ner,
OHW YCTAHOBW/IN NPUNOXKEHUE

Kon-so npecTyniieHuit 8 cTpaHe
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MNopTtper XXEPTBbLI
KubepnpecrtynHuka

ﬁ KeHLKHbI (60%)

oT 31 0o 45 net (33,2%)

A TpyooycTpoeHs

C BbiClUMM 0bpa3oBaHmem (40%)

Cnocobbl coBepLueHus
MoweHHun4yecTBa 60%

XuuweHna umyLiectaa, nytem mogmobukaumm komn. uHP. 30%

He3aKoHHbIM 060pOT cpeacTB nnatexka 4,1%

HecaHKLUMOHUPOBaHHbIA AOCTYN, YHUYTOKEHUE,
6noKkupoBaHue, moaudpukauuna n nuble 3,9%

Bbimoratenbctsa 3,3%
3aBelo0MO /10XKHOe coobuleHne 06 onacHoctn 1,6%



MHTepHeT-MOLUeHHMN4YeCcTBa U XULLIEeHUS C UCMOJIb30OBaHUEM CeTH
MHTepHeT cocTaBnsatloT 6onee 90% oT Bcex KubepnpectynieHnm

PeknamMma B MecceHp)Xepax,
coobLeHue B couceTax

Brnagenblbl caMu rnepeBoaaT
OEHbIM 33 HECYLLIECTBYOLLLNI
TOBap, 0OBepasa peK/laMe B
NHTepHeTe, N nocne
CoobLEHNSA (TEKCTOBOIO UMK
FO/TOCOBOI0) C Mpocbbon
POOCTBEHHWMKA UM 3HAKOMOTO
M3 CoLMaNbHOM CETU..

JocCcTyn K aKKayHTy
[locne 3aBnageHmMa ogHUM
AKKAYHTOM MOLLUEHHUKU C
Hero paccbiiatoT Apyrm
KOHTakTaM PenKoBble
FO/TOCOBbIE UJTN TEKCTOBbLIE
COObOLLEHNSA C MPOCbOON
nepeBecT OeHbr.

NEPE-
BO/L

AKKA-
YHT

OEHbI'N

3BO-
HOK

OAH-
HbIE

3BOHOK B MecceHa)Xepe

MoOLeHHUKN NpeacTaBndaloTco
COTPYOHMKaMM
MpPaBOOXPaHUTENbHbIX OPraHOB,
OaHKOBCKMX OpraHm3aLmnm,
PaboTHMKaaMM ONepPaTopPoOB
CBA3U, POACTBEHHMKAMM.
Y6e)XxpalT YCTaHOBUTH
nporpamMmMHoe obecrnevyeHume,
MoNy4YnTb KpeauT, NepeBecTH
OEHbIMM Ha «3alUMLLEHHbIN CYEeT».

NMony4yeHue
nepcoHanbHbIX AaHHbIX

OULLUUNHI nogaenbHble CanTbl
OaHKOB, KOUMTOOUPXK UK
MOOWUMbHbIE MPUIOXKEHUS
onepaTopoB CBA3MN.

[Tony4mB NNYHbIE OaHHbIE
NN OEeHbIN, MOXULLAKOT UX.



CyTb CXeMb

MOLLEeHHUKW NpeacTaBnaoTca
COTPYAHWKaMK MPaBoOOXPaHMUTENbHbIX
OpraHoB, PaboTHMKaMKM BaHKa, oNepaTopPoOB
CBA3U UM TOCOPraHoOB.

ICMoNb3yoT MCUXON0OrMyecKkmne ynoBKU,
UIrPatoT Ha YYyBCTBaX, CHavasia yrpoxatoT Unu
CcoobLLatoT 0 Mpobneme, MOTOM MpensaratoT
MOMOLLb B ee peLleHUnn.

Y6exaatoT YCTaHOBUTb MPpOorpaMmMHoe

obecrneveHre 1 NepenaTb Ko perncrTpaumm,

MW MONYYNTb KpeauT U nepeBecTn OeHbrn
Ha “3aWMWeHHbIN” cYerT.

Pecnybanka beaapycs
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A
LobasuTb
, RO6PbIA AeHb.
NoGpbiit
‘{ Kak obcronaT Bawm aena?
b Xopouwo

K

Bbl No kakoMy Bonpocy?

| Ceamun ceasanca?

| Ceiyac NpoXoauT NPOBepKa Hawewn
opraHusaymi, KTo-10 U3 COTPYAHMKOB
NOAO3PEeBaeTCA B CNOHCHUPOBaHUU
Teppopu3Ma, Kakue-TO NEPEBOAbI, Cam
TONKOM HMUYETro He NoHaN, C BaMn 6yneT
CBA3bIBATLECH

3T0 COTPYAHUK
. 6yaer

3a0aBaTb BOMNPOCHI Ha KOTOPbIe HY>XKHO
OTBETUTD.

[eno cepbéaxoe, Npueaxanu noau u3
KoMuTETa, NPocbba HUKOMY U3
COTPYAHUKOB He CoobLaTh AaHHYI0
MHPOPMALMIO, KOMY HYXHO cooBwmTb
caenar 3To NMYHO. Koraa oH ¢ BaMu
CBAXETCA - coobwmTe MHe, Xopowo?

Her. f He 3Halo,KTO 3T0

®
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M
& WpuHa Hukonaesa o

9 despans
Hartanbs HukonaesHa, 406pbI A€Hb.

[o6pbiit aeHb, UpuHa BnagumupoBHa.
14:39

Kak o6¢cToAT Bawm gena?

Bce HopmanbHo. YTo-To cnyuunocs?
14:42 &

9710 3amevaTenbHo, ¢ Bamu Hosall
cBA3bIBaNCA?

He NoMHIO TaKoro...aT0 KTO TaKoU? 1445 .»

Ceiyac npoxoAuT NpoBepKa Hallero
yye6HOro 3aBefieHus, KTo-TO U3
COTPYAHMKOB NOAO3pEBaeTCs B
CMNOHCUPOBaHWM TEPPOPU3MA, KaKNe-TO
nepeBoAbl, Cama TONKOM HUYEro He
noHana. MNoka nonpoLuy Konneram HUYero
He roBopuTb. KoMy Hy>XHO ByaeT coobLmnTb
- CAAeNnato 37O JIMYHO.

C Bamu cBsxxetca Hosaw Anekceit
Bnagumuposuy, ato cotpyaHuk KIrk
KOTOpbI 3aHMMaeTcs aTuM genom. byger
3ajiaBaTtb BOMpPOCHI.

0, Boru! Kakve nepeBogbl? XopoLio..
14:48 @

Koraa no3BoHAT, COOBLUUTE MHE.

il 27%8
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B cetun

Mpueet 2530

A1 3aBTpa BepHy
EcTb 2030 v
3aueM Te6e? 70:30
Cnacu6o

[la MHe onnaTuTb Haao, a Ha KapTe
HU4Yero Het

5208 1300 0020 2063

1 3a KOMUCCUIO BEPHY

Ha komuccuto nodpur 20:31 v

Hanuwu kak npuayT 20:31
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CyTb CXeMbl

MOLWEeHHWMKM co3hatoT nognesbHble
CavTbl KOUMTOOUMPXK MU
MHBECTULMNOHHbIX MI1aTPOPM.
Pa3MellatoT peknamy B MIHTepHeTe.
[ToObICKMBAOT 3aMHTEPECOBAHHbIX B
MacCMBHOM goxode ntogen, rotToBblX
BNIOXXNTb pealibHble A€HbI' B
demnKoByIo BUPIKY, AKOOLI Mof,
«PYKOBOLACTBOM KypaTopa».

Ha oene oka3sbiBaeTcs, YTO
3apaboToK, BUOMMbIN Ha 3KpaHe,
BCEro MMilb HAPUCOBaAHHbIN.

Jlerkux npeHer HE BbIBAET.
PeknamMa mHBectmumnm paboTtaeT
Mo NpUHUMMNY PUHAHCOBOM NMMPaMUMAbI.

OTKNMK Ha peknamy 1 3anosiHeHune
dopmbl 0b6paTHOM CBA3MW.

3BOHOK OT KypaTtopa (Tpenaepa)

C NpeanoXeHneM BNOKUTb
AeHbrn B uHBecTuuunn. NHoraa
MOXeT 6biTb N0 MOBUNBbHOMN CBA3U.

[Mpu NnonbITKE BbiBOAA AeHer ¢ bupxu
HeobxoaAMmo oniaTUTb B3HOCHI,
HaNoOrM, KOMMUCCUIO, NOLLNINHY

N NPoYne NNaTexu.



[MPUMEPBI NOAAE/IbHbIX NNTATGOPM
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F"‘—' 1000,00 AUD loKAATECA 3BOHKA OT KOHCYMTSHTE KounaHmN [2anpou MHsecT w NoRTEERmNT:
1 ANMIR MIDX $6.5617 w
OnwH M3 CaMLIX ROXORHEX SKTHEOE
TR Bubpars XenaeMylo CyMMy Ha C4ET K yxe vepes 30 QHei NonyunTs Nepesii A0X0a.

BHCTpLI BHIE0R CPEACTE Ha MOGYI0 KapTy
MCTAR NPV o Banka Benapycu

OTKPHITHIE NO3MLY QD i

Anexkcewn Muanep

0.00USD 0.00USD 0.00USD 0.00USD 0.00USD OuUsSD - Q po
Msl ND#HANN PELUSHAS OTKDEITS ROC 2ce
AUDCAD “ AUDCAD rpaxaax Benapych, nockoneky sTo ana
aznpoua, T3k u anA Genopyccos

[eno & TOM, UTO H3 A3HHLW MOMEHT DOCCHMCKNA a3

TSHOEATCA CaMum BOCTPESOSaHHLIM H3 MMPOBOM peikke. Bo
BCSX CTP3HAX MNP CTPEMHTENSHO PACTET CNPOC H3 Ero
nokyny. Mo 3T0# NPIUMKE ME! PELINN YBENHUUTE 05 BeME
NPOMZE0QCTES ra33 € 4 Paza n NPUENEYS NKASH CO BC2R
Benapych B £3UecTss WHBECTORCS

Mockoneky UEHE HE raz c2iNac BeICTpO MEHAKTCA, BCe, KTO
00000 AUD Y43CTBYKT B npoexTax M33npoma, NoNyJaK0T B CPEIHEM no

Sase $800-58,500 noxoR3 SKEMECAUHO

¥ NPOAATS A KYNUTL

OTKPLITHIE NOIMLIAN




CyTb CXeMbl

MOLLUEHHWKWM Cco30atoT dKKayYHTbI B COUCETHAX N Ha
TOPIroBbIX NMNJ1oWwagKax.

Pa3mMelatoT ¢oTOo TOBapa Mo 3aHMKXEHHOM
CTOUMOCTMW.

I moa pa3nuyHbiMKM NpegoramMmm yoexkgatoT
nepeBeCTU OeHEXHbIE CPeNCTBA B KAYeCcTBe
MNOTHOW UTM YaCTUYHOW NpenonsaThl.

NMpoBepbTe CylLLeCcTBOBaHME Mara3nHa, NO3BOHMUB
no 6en1opyccKkoMy HomMepy,

oLueHUTe AaTy co3faHUA aKKayHTa U
HACTOPOXXUTeCb 60/IbLULUM KONMTUYECTBOM
NnoANnUCYUNKOB 3a KOPOTKOE BpeMs.

4 by.konfiskat
57

37 20,5 TbIC. 0
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BepxHsas ... KnueHTbl... KnueHTbl... 3uma




DOULLKHT.

Cnocob, Koraa MOLWEHHUKN TOYHO KOMUPYIOT
HACTOALLMN N CO3AAOT PULLINHIOBbBIN CaWT.

Yawe Bcero 3aBaaaeBatoT N€PCOHaNbHbIMU AaHHbIMMU,
MCNONb3yA NoAAeNbHble CTPAaHULbI 6BAHKOB, TEATPOB,
KaNbAHHbIX.

[Mpun BXOAe B 3€PKaNbHbIN MHTEPHET-OAHKUHT NN NPU
NOKynKe «bnnetos» Ha GULIMHIOBOM canTe
NO/1b30BaTE/Ib BBOAUT CBOU JINYHbIE AAdHHbIE, B TOM
yncne Koa ns CMC.

3TMMM AaHHbIMU 3aBNaAeBaloT MOLLEHHUKHU
N COBEpPLUAIOT XULLEHUEe JeHEXHbIX cCpeacTs.

NHTepHeT-aapeca
H6enopyccKMx opraHn3aLmm
pacnonaratoTcA B
HAaUMOHAaNbHOM CErmeHTe
NHTepHeTa —

ANOMEHHOU 30He «BY».

BCErOA NPOBEPANTE
AZIPEC CTPAHULLbI,
[OE BBOOUTE
JINYHBIE OAHHBDIE.
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NoJib3YUCH BE3OMNACHO

https:// 6aHk
https:// noctaBka

YMNPABJIEHUE

no NPOTUBOAENUCTBUIO
KUBEPIMPECTYINMHOCTU
YBA BUTEBCKOIro
OBJIUCIMOJIKOMA

I'Ionb3yiiTer MOOUIbHbIMM npunoXXeHnamm GELTE]

Mepexopute B MHTEPHET-6AHKUHT TONbKO C 0(pMLMANbHOrO CauTa
GEE)

MpoBepsitTe aapec MHTEpHET-6aHKUHIa B aApECHOIN CTPOKE, MEXAY
nocneaHein TOYKOM U NepBO HAKNIOHHOM YePTOM AO/MKHO ObITb

TonbKo TaK .by/

AKTUBMpYITE Ha KapTe, UCNONb3YeMOM ANSl OHNAWH-NIaTEXeH,
ycnyry 3-D Secure (noaTsepxaeHue nnarexen SMS-koaom)

He nepexoaute B MHTepHET'GaHKMHI' no CCbIJIKaM B NMOUCKOBbIX
cucteMax

He ucnonb3yitte SMS-koabl ot 6aHKa U KoA € 060pOTHOI CTOPOHDI
KapTbl 419 NOJIyYEHUS AEHEXHbIX CPeacTB

He nepexoaute no ccbiikam 13 coo6LeHU Ana AocTyna K
MHTEPHEeT-6aHKMHIY U UHbIM CEpBUCAM WU YCayram




OeHeXHble nepeBoAabl

MoOLWeHHUKM noa
Pa3MYHbIMU
npenaoramMm

“BbITArMBatOT" 13
YKePTB AEHbIN.
denkoBble MarasmHbi
npepaaratoT
nepeBecTuU
npepgonaaTy 3a ToBap
Ha cyeT nnum bINK.

Koabl U3 coobLeHunm

LUundposBblie koAbl U3
CMC B COBOKYMHOCTU
C OpYrMMm gaHHbIMU
NpenocTaBnaoT
AOCTYN K cepBucam
M1, B HEKOTOPbIX
cny4dasax, gatoT
BO3MOXXHOCTb
0POPMUTb OHSTANH-
KpeaouT.

JiInyHble naHHbIe

OrpaHu4bTe
pacnpocTpaHeHue
JINYHbIX AAaHHbIX

MOLIEeHHWKN
MCMOMNb3YOT
HempoceTn 1 colgatoT
ann-penkm (ronocoBble
iz
BMOEOMN3006paKEHNA).

O6na4yHble
naponm

K pa3HbIM cepBucam
pa3Hble naponu
CocTaB napong

MeHeoykep naposiemn
O6nayHble naponu
(oByxdakTOopHad
ayTeEHTUOMKaLUUMSA) K
cepBUCaM.




CyTb CXeMb

3aKknto4vaeTca B TOM, 4Tobbl co3aaThb
HebnaronpmATHYO 0O6CTAaHOBKY rocopraHam,
HapPYLLUTb PEXUM UX paboTbl UM OTOMCTUTD

TpeHpa pacnpocTpaHAeTCcA B MOOAEXKHOMN Knbepcpeae.

cBoemy obua4vmnKy, co3nas aAna Hero npobaemol

C NPaBOOXPaHUTE/IbHbIMWU OpPraHamum.

OTBeTCTBEHHOCTb HacTynaert ¢ 14 nert
U npeaycmartpuBaeT BNAOTb A0 7 ner
nuweHusa csoboapbl.
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OTBETCTBEHHOCTb

He Mano .51

Ecnu ¢ 16 unn 18 1o HOpM
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Unbs
Ecnu ¢ 16 unu 18 T0 HOpM

o 7 net 16:52 7

C 14 16:55/

HanucaHo 7 net ato MakCUMyM ;.55 »

MUHUMYM WTPAD 14 55



Aponbl — ntoau, NnpeaocTaBaAoLIne
cBou BaHKOBCKME PEKBU3UTbI AN1A
TOro, YtTobbl Yepes nx
NPOMEXKYTOYHbIE CYETA NPOBOAUNUCD
NOXULLEHHbIE AEHbIN.

[lnA noucKa AponoB MOLLIEHHUKM
pa3meLLatoT pasinyHble
06bABNEHMA C BaKaHCUAMM.

OTBETCTBEHHOCTb 3a npoucxoxageHue
npoweAawnx no 6aHKOBCKUM cyeTam
AeHer HeCyT Bnajde/ibubl TAKUX CHETOB.

Cratben 222 YK
npeaycMOTPEHO HaKa3aHue
BnaoTb Ao 10 net

nuweHus ceoboapl.

Uropb 3ye.

Onnatum cpasy Ha pyku nocne
BbINOSIHEHUS pabotbl

3apnanata 8000 py6newn

Hy>XHbI ntoan ans pacnakoBku
TEXHUKN B HOBOM runepmapkete.
Mucatb B J1IC no nosoay

pa6otb! Muwwute

croga:(@

Deleted Account

Liudposas rpamoTHOCTb
BukTopuHa

CpOYHO Hy>XXHbl NltoAM Ha
BakaHcuio "TaiHbI NnokynaTtens"
ctaBka 75K B mecsl. NMucatb
croga:(@

Ouaxa KypauHa
BEB{ Lindpoeasn rpaMoTHOCTb

HyXHbl ntoav Ana peknambl.
Onnata ot 50 000 B mecsL.
MuwwuTe croga:@

MWHMCTEPCTBO TPyAa W CoLMa...
=== % BHUMaHM1e, MOLIEHHUYECKA...

MATE MoLIeHHUYEeCKue CXembl C UC...

TxeDcVI cpr

LUudposasa rpamoTHOCTD
BukTtopuHa

Hy>XHbl Kypbepbl B TBOEM
ropoge c ctabunbHoON
onnatou Tpyaa. Nucatb
croga:@

NaNa Suliman Y& @3l

MuHKUCTepCTBO TPyAa v coyuma...
=== % BHUMaH1e, MOLIEHHUYECKa...

Hy>XHbl yNu4Hble
cdoTtorpadsbl, onnata 300-500
pyéneit 3a doto. MNMucatb

croga:@

=

8 Deleted Account

N \-j}
e

MWHUCTEPCTBO TPYAa M CouMa... ”
=== % BHUMaHWe, MOLIEHHWUYECKa...

- CPO4YHO HA MNAPY HACOB
- 3¢ 3A34ACA 5.000 TbICAY
HA PYKW 5¢ TIJTTATUM CPA3Y
; MO OKOHYAHWIKO CMEHDI =
+ [lMuwwure! - @



ONEPALIUU C KPUNMTOBATIOTOU

[lopAa0oK OCyLeCTBNeH!s

CAENOK C KPUNTOBANOTOW onpeaener

YKazom lpe3ngeHTa ot 17.09.2024 N2367

«06 obpalleHUn unMppoBbIX 3HAKOB (TOKEHOB)>

PASPELWLEHO

[MoKynaTb TOKEHbI (KpUnTOoBantoTy) 3a
IeHeXKHble cpeacTBa TO/IbKO Ha
H6enopycckmnx KpMNTobupKax, ABAAIOLWMUXCA
pesnaeHTamu MapKa BbICOKMX TEXHOOTUA.

ObMmeHMBaTb TOKEHbI Ha APYrMe TOKEHbI Ha
Ntobbix Kpuntonnatdopmax 6e3 orpaHUYEHUN.

SANPELLERO

[MoKynaTb MK NPoAaBaTb TOKEHbI
(KpMnTOBanNIOTY) 33 AEHEXKHbIE CPeACcTBa
Ha MHOCTPAHHbIX KPUNTOBMPrKaxX

Ny GU3NYECKUX TNLL.




byabte 6auTeNnbHbI!
JTU 3HAHUA NOMOTYT Bam
COXPaHUTb Balun AeHbrn!

[ NaBHOeE yrnpaB/ieHMe

MO MPOTMBOOENCTBUNIO KMOEPMPeCcTynHOCTU
KPUMWHaIbHOWN MUNTNLUMA

MB/[, Pecnybnmkum Benapyco.




