Ha crpaxe nndgpoBou 0€30nacHOCTH

B name Bpems wuHbOpMaIMOHHBIE TEXHOJOTMU TMPOHUKAIOT BO BCE
chepbl ku3HM: paboTa, yueba, OTAbIX, (UHAHCHI W OOLIEHHE JIaBHO
NEePEMECTUIINCh B OHJIAMH-TpocTpaHCTBO. (CMapT(dOHBI, HOYTOYKHM H
IUIAHIIEThl CTAJI  HEOTHEMJIEMBIMU CIIyTHHKaMHU KaXJIOro 4eJIOBEKa,
IPEAO0CTaBIIss YIOOHBIE HHCTPYMEHTHI 1J11 KOM(POPTHOM *u3HHU. OJIHAKO 3Ta
JIETKOCTh BJICYET 3a COOOM CEPhE3HBIN PUCK - KUOEPIIPECTYIMHOCTb.

Hamu gannsie - iMeHa, HoMepa Tese(pOHOB, UCTOPUU TTOKYTIOK, TapOJIU
U OaHKOBCKHME PEKBU3UTBHI - CTAHOBSITCS JIAKOMBIM KYCOYKOM  JUIsI
3JI0YMBIIUIEHHUKOB. YHMCIO NpecTyIsIeHHd B BHUPTYaJlbHOM IIPOCTPAHCTBE
HEYMOJIUMO PAacTeT, MpeBpalas KaXJoro Mojb30BaTessi B MOTEHUUAIbHYIO
KEPTBY.

Oco3HaBaThb 3TH yIPO3bl M YMETh TI'PAMOTHO pearupoBaTh Ha HUX
KU3HEHHO  BaxkHo. JlaBaiite  pasOepemMcsi, Kakue  OBIBAIOT  BU/IBI
KHOEpIPECTYIIICHU, KaK paclo3HaTh aTaKy M KaKue Mepbl TMOMOTYT
3aIIUTUTHCS OT HHX.

Teﬂe(l)OHHOe MOIICHHUYECCTBO - oaMH uU3 CaMbIX
pacHpoCTPaHEHHBIX  BUAOB  IPECTYIUICHWH. MOIIEHHUKU  UCIOJIB3YIOT
MaHUMYJISIITUY, 3aIyTUBAHUE U COLIMAIbHYIO MHKEHEPUIO, YTOObI BBIMAHUTH Y
JKEPTB ICHbI'M WJIW JINYHBIC TAHHBIC.

MoIeHHUKHA TIOCTOSSHHO TMPHIYMBIBAIOT HOBBIE CIOCOOBI OOMaHa, HO
IeJIb Y HUX BCET/Ia OJIHA — 3aIyTraTh, BBI3BATh MTAHUKY W 3aCTaBUTh Bac OBICTPO
nepeaaTh UM JCHbIM WIH IEPCOHAIIBHBIE TAHHBIE.

Ecnu Bam 3BOHAT M roBOpAT onHO u3 criexyromero - 310 100%
MOIIICHHUKH !

e Mpur u3 HanimonanpHOTo OaHKa, Balm JeHbIH B ormacHocTH! IlepeBeaure

MX Ha OE30ITaCHBIN CYET.

e D10 KI'B/Munuinsa/CraencTBeHHBI KOMHUTET. BBI JODKHBI ITIOMOYL B
paccienoBanuu!
e HazoBute HOMep OaHKOBCKOW KapThl, kox u3 CMC, mnacnopTHbie

JIaHHBIC.

e Bama kaprta 3a010KupoBaHal
e Bam poacreennuk nmoman B 6exy (ATII, comn uyenoseka u T.1.).
e Bam HY>XHO CPOYHO YCTAaHOBUTH MPUJIOKEHNE HA TeJIE(OH.

O01mue npusHaku Tejie()OHHOr0 MOLICHHUYECTBA:
e Bam 3BOHAT «BaxHbIe JHIA» - OAHKOBCKHE COTPYAHHUKH, CUIIOBUKH,
CJIE0OBATENH.



e Bac nmyraror 1oTeperd  JI€HEr, YrOJOBHBIM  MPECIECIOBAHUEM,
npoOjaeMaMu y OJIU3KHUX.
e TpeOyroT nepenaTh JEHbIU Kypbepy WM MEPEeBECTH Ha «OE30MacHBIN

CUET.

e CnpammuBaroT TNepcOoHaIbHbIE NaHHbIE (HOMep KapThbl, koja u3z CMC,
Macmopr).

e JlaBAT HAa CKOPOCTh - «HYXXHO PEIIUTh NPSIMO ceilvyac, mHaue OyaeT
MO371HO!»

Yto nesiaTh, €M BaM 3BOHAT MOIIEHHUKH ?
o [Ipekparure pazrosop! [Ipocto monoxure TpyoKy.
e [lepenpoBeprre wuHpopmanuio! Ilepe3Bonure B 0OaHK, mpaBo-
OXpaHUTEIbHbIE OPTaHbl, POJCTBEHHUKAM U T..
e Huxkornaa He coobmaiire:
v/ IlacriopTHBIC TaHHBIE.
v/ PexBusutsl kaptel (Homep, CVC-kon).
¢/ JloruH u napojb OT UHTEpHET-0aHKa.
v Koasl n3 CMC.

¢/ He ycranaBnuBaiiTe mpuaoKeHUs MO yYKa3aHUIO 3BOHUBIIETO!

Ba:xno! Hacrosimue coTpy1HUKH 0AHKOB U TOCOPTraHOB:
e HE 3BonsaT B meccenmxepax (Viber, Telegram, WhatsApp).
e HE 3BoHSAT ¢ 3apyOeKHBIX HOMEPOB.
e HE tpebyroT nepeBona nexer Ha "0e3omnacHbie cyeTa'.

X Eci ciapimmTe mogo0Hoe - 370 MOIIEHHUKH! Q ByabTe OnuTE/IbHBI!

Momenaudeckasi cxema «Fake B0SS» - » macrosmee
BpEMsl aKTyallbHasi cxema oOMaHa paOOTHUKOB OpraHu3aiuil (MpeanpHusITHA,
YUPEKICHUHN U T.1.)

3M0YMBIIIIEHHUKA COOUpAaIOT CBEACHHUS O pabOTHUKAX, Mpu cOope
KOTOpBIX  YIEISI0T o0coboe BHUMaHue MHPOpMALMM,  Kacarolencs
NPUHAJIC)KHOCTH K COOTBETCTBYIOIIECH OpraHU3allid, a TaKXKe UMEIOLUIUMCS
yaTaMm U KaHallaM, 3aperuCTPUPOBAaHHBIM B ceTu IHTepHET.

B nanpHei1ieM 3JI0YMBINUICHHUKH, PETUCTPUPYIOT YUETHBIC 3aIllUCH B
pa3IMYHBIX MECCEHIKEpaX, B 0cOOeHHOCTH B MecceHkepe «Telegramy. Ilpu
perucTpaly  aKKayHTa, YKa3blBalOT (aMUIUI0, UM U OTYECTBO
PYKOBOJAMTEIIS UHTEPECYIONICH Opranu3anuu, u 100aBistoT ero ¢potorpaduio,
MOJTyY€HHYIO U3 OTKPBITBIX MCTOYHUKOB cetu MutepHer. Takum obOpazom,
3MOYMBIIIJIEHHUKA ~ CO3JAI0T  TMOAJAENBHBIM  aKKAyHT  «PYKOBOJMTEIS
OpraHHU3aIuny, C IEJIbI0 BBEACHUS B 3201y KI€HHUE MTOYMHEHHOTO MepCoHaIa.



B nanpHeieM NpecTYNMHUKHA B JIMYHBIX COOOIIEHHUSX OT HWMEHH
«PYKOBOJUTEISI OpTraHU3ALMI OCYIIECTBIISIIOT 00IIEHHE ¢ PpAOOTHUKAMU.

Kak mpaBuiio, mepenucka BeAETCS Ha TEMYy NPOBEPKH ACSATEIHLHOCTH
OpraHU3alMM KOMIIETEHTHBIMM OpPraHaMH, IOCIE 4YEero «PyKOBOIUTEIb
yKa3bIBaeT paOOTHUKY Ha HEOOXOIMMOCTh OOILEHHS C HEKUM MPE/ICTaBUTEIIEM
IPaBOOXPAHUTEIbHBIX ~ OpraHoB  (cieactBeHHoro  komurera,  KI'b,
HamuonanbHOro 0aHka M T.JA.), KOTOPBIM B CKOPOM BPEMEHH JOJIKEH OyaeT
NEepe3BOHUTh. Uepe3 HEKOTOpOe BpeMs COTPYAHHUKY IOCTYMAaeT 3BOHOK OT
«TPEJICTABUTEIIS MTPABOOXPAHUTEIBHBIX OPTaHOBY», KOTOPHIM, B XOJ€ MaJora,
MIPOCUT CIIEJIOBAThH €r0 MHCTPYKIUSIM:

® CKayaTh M YCTAHOBUTHh NPWIOKEHUWE (HA CamMOM JEJi€ BBINOJHAET
(GYHKIMHU yIaJ€HHOTO JOCTYIa YCTPOUCTBY);
® coo0HuTh, chororpadupoBaTh PEKBU3UTHI OAHKOBCKOM IUIATEKHOM

KApTOYKH U T.J.;

e TpeOyeT MEepeBEeCTH JI€HbI'M Ha «3AIUIIEHHBIA OaHKOBCKUN CYETY,

3aJIeKJIapUpPOBATh JEHEKHBIE CPEJICTBA U T.1.;

e [IpeularacT Moy4acTBOBaTh B IPOBEIACHUM CIICLONEPALUHA MO MOWMKE

MOIIICHHUKOB;

e 0(hopMUTH KpeauThl B OAHKOBCKHUX YUPEKICHUSAX, JTUOO OOpaTUTHCS B

OaHK /111 OTMEHBI 3a5BOK Ha KPEAUT U T.J.

X Ecan Bel cJbIIHATE YTO-TO MOJ00H0E, HEMEIJIEHHO I0JI0KATE TPYOKY
U JIMYHO NepenpoBepbTe HH(poOPMALHUIO.

@OUINMHI - 510 MeTox MOWICHHUYECTBA, IIPU  KOTOPOM
3JIOYMBIIIUICHHUKY BBIMAHUBAIOT JIMYHBIE JaHHBIC (TIApoJid, HOMEpa Kapr,
KoJ1bI 13 SMS) ¢ MOMOIIBIO TTOEIbHBIX CAHTOB, ITMCEM HJIH COOOIICHMIA.

OcHoBHbBIC BUAbI UIIUHTA:
1.OUIIUHIOBBbIE CAUTHI

e Bawm npuxoauT mUChMO WM COOOIIEHHE C MPOCHOOW BOMTH B aKKayHT
(6aHK, colMagbHbIC CETH U T.1.).

e (CchUiKa BEIET HA MOMAMCIBHBIA CAaWT, MOXOKUN HA OPUTHHAIIBHBIN, T
MPOCST BBECTU JIOTHH, apoJib WA JTaHHEBIE KapThl.

X He BBOAMTE JAHHBIE, €CJIH y Bac eCTh COMHEHUsI B MOAJIMHHOCTH
cairTa!

2. @aapmuBbie nucbMa 1 SMS

L HpI/IXOI[I/IT COO6H.I€HI/I€ oT «6aHKa>>, ((HaHOFOBOﬁ)), ((CJ'IY)K6BI
6630H3CHOCTI/I», «IIOYTBD» WUJIN «KMHTCPHCT-MaAl'a3Ha».



e Bac IIpOCAT HepeﬁTH II0 CCBUIKC HWJIM CKa4aTb BJIOKCHHC, B KOTOPOM

MOXET OBITh BUPYC.

X IIpoBepsiiTe oTHIPaBUTEJIS, HE OTKPbIBANTE M0103PUTEIbHbIE
BJIOXKEeHUS!

3. OUIIHHT B COIHAJBbHBIX CETSIX H MeCCeH/IKepax

e Bawm numer «APYT» UK «KOJIJICTa» W IIPOCUT ACHET, CCBIIKY Ha OIIPOC

HJIN «KHHTCPCCHOC BUICO).

e Ilocie mepexona MO CChUIKE Balll aKKaAyHT MOXKET OBITh B3JIOMaH.

X CBsKHTECH ¢ YeJOBEKOM HANPAMYIO, IPEKI€e YeM BLINOJIHATH ero
npocnoy!

Kak 3amururhes ot pummnara?

IIpoBepsiite angpec caWta Iiepel BBOJOM JAaHHBIX - OH JOJDKEH
HauuHaThCs ¢ "https://".

He BBOaMTE Maposu U koAbl 13 SMS Ha M0JI03pUTEIbHBIX CaliTax.

He nepexoaute no cchlikaMm U3 MHCEM U COOOLIEHUI, €CIM HE YBEPEHbI
B UX 0€30MaCHOCTH.

He ckauuBaiiTe (ailsibl U3 HEU3BECTHBIX HMCTOYHHUKOB - OHHU MOTYT
COJIEP/KATh BUPYCHI.

Hcnons3yiite aByxdaktopHyto ayreHTHuukanuio (2FA) anga 3ammrs
AKKayHTOB.

HactpoiiTe aHTUBHpPYC M paclIMpeHHs Ais 3alluThl OT (PUIIMHTA
(marmpumep, Google Safe Browsing, Adblock, Adgurd u T.1.).

X Eciu Bbl CTAIM KEPTBO (UIIMHIA - CPOYHO CMEHMTE MAPONIU W
CBSDKATECh C OaHKOM, €ciu Tnepenanu jAaHHble KapTol! beperure cBou
IaHHBbIE!

MoIlIeHHNYeCTBO HA CAlTaX O0LSIBJICHHUN M B

CONMAJBbHBIX CETHAX

Kak paGoraroT MomIeHHUKH?

BrimaroT cebst 3a n3BecTHBIX mpoaaBioB (AliExpress, OZON, Lamoda u
T.J.).

Pa3MemaroT 0ObsBICHHS C TTPOIAKEH HECYIIECTBYIOIIUX TOBAPOB.
Coznarot pelKoBbIE CTPAHUIIBI B COLICETSIX, KOMTUPYS OPECH/IBI.
3aHMKaAIOT 1IEHY Ha TOBAp, CO3/1aBasi UILTIO3UIO BBITOJIHOW CIIEIKH.
OO6m1aroTCs TOJIBKO B MECCEHIXKepax, n30erast 3BOHKOB.



e TpeOyroT npenoriaTy Wi NOJIHYIO OIJIaTy Ha KapTy.

Kak He monmacrnca?

e TmarenbHO NpoBepsiTE MHPOPMAIUIO O MPOABIIC.

e [lokymaiiTe TOJBKO Y MPOBEPEHHBIX MPOJABIIOB Ha OQHUIIMATBHBIX
MapKeTIUIenCcax.

e |I30eraiite CIMIIKOM HU3KHUX IIEH.

e He nepeBogure NEHBIM HA KapTy — IOJB3YUTECH CEPBUCAMU C 3ALLUTOMN
MOKYTIATEeIs.

e He cornamaiitech Ha "mpeonaTy 3a JOCTaBKy'.

YcTaHOBKA MOLIEHHUYECKUX NPUJIOKEHU N

Kak MOlICeHHHKH 32CTaBJISIOT YCTAHOBUTH BUpYC?
e [IpuchUIalOT CCHUIKY B MECCEHIKEPE «OT UMEHM OllepaTopa» WK OaHKa.
e VY0exaaroT, 4YTO «HY>KHO OOHOBHUTH IIPUIIOKECHUE).
e [Ipunoxxenue nomaydaer 10cTyn K SMS 1 6aHKOBCKUM JTaHHBIM.

Kak pacno3nars ¢ajbmmBoe npuioxeHue?

e (OHO YCTaHOBHUJIOCH KaK «JOTIOJIHUTEIBHOEY K YK€ UMECIOIIEMYCS.

e Ilpocur noctyn k SMS, KOHTaKTaM U SKpaHy.

e Jloka3piBaeT JIOrOTUI BalIEro OMNEpPaTOpa, HO CKAayaHO HE U3
opUIIHATHFHOTO Mara3uHa.

Yo nenarp?

HemenneHHo OTKIF0UMTE HHTEPHET.

Y nanure npuiIOKEHHUE.

3abmokupyiiTe 6aHKOBCKHE KapPThI, €CIU 3aMETHIIA CTPAHHBIE ONEepalUU.

Hcnonp3yiiTe TOnpko oduimansabie Marasunbel (Google Play, App
Store).

BbpiMorarejabcTBO B COIMUAJIBHBIX CETHAX - 310 dopma
KHOEPNPECTYIUICHUS, TIPU KOTOPOH 3JIOYMBIIIUICHHUKH HCIOJB3YIOT IMOCTHI,
dbororpaduy, BHUACOPOIMKM WU JUYHYIO HHGOPMALMIO TOJIH30BaTENCH,
yIrpoKas OImy0JIMKOBaTh KOMIIPOMETUPYIOIITNE MaTepHUaibl B OOMEH Ha BBIKYII.

JlanHas ¢Gopma MPECTYIUICHUS HEPEAKO COMPOBOXKIACTCS CO3JaHHEM
0co0Oro maBjiCHUS Ha >KEPTBY, BBI3BIBas y HE€ UYyBCTBO CThIJA, CTpaxa H
OeCIOKOMCTRA.

Haubonee pacnpocTpaH€HHBIMM IEIsIMH  JUISI  KHMOEpBBIMOTaTtenei
ABJISIFOTCSI MOJIOJIBIE JIEBYIIKM U TIAPHU, MPEANPUHUMATEIN, 3HAMEHUTOCTH U



noUTUKHU. [IpuunHbl BBIOOpAa KOHKPETHBIX IIeJIed BapbUPYIOTCA OT JIMYHOU
MECTH 10 TPOCTON HAKUBBI.

IIpumepsl cxeM BHIMOTraTe/IbCTBA:

B3iaom JgwmuynHoro mnpoduass (MOIIEHHHKHA TMOJY4YarOT JOCTYyH K
aKKayHTaM I10Jb30BaTelield Yepe3 (PUIIMHIOBBIE CAlUThl, TOA00p MapoJie UiH
BPEJOHOCHBIE MPOrpaMMbl. 3axBaTUB KOHTPOJIb HaJ MNpopuUiIeM, OHU
HAYMHAIOT TpeOoBaTh BBILJIATY KPYMHOM CyMMBbI J€HEr B3aMeH Ha
BO3BpAlCHUE I0CTYIIA BJIAJICIIBILY).

PacnpocTpaneHue HMHTHMHBIX MaTepuajoB (Camblil H3BECTHBIN
IpUMEp BBIMOTATEIbCTBA B COIMAIBHBIX CETSAX - IIAHTAX C MyOJHMKaluen
WHTUMHBIX U300pKCHUN WU BUJICO. 3JI0YMBIILJIEHHUKA MOTYT TPOHUKHYTh
B 3aKpBITbIC TPYNNbl WA JUYHBIC MEPENUCKU, MOCJIE YEro YrpOXKaroT
pa3MeCTUTh HalJICHHbIE MaTepUalibl MyOJNYHO, €CIIM HE MOJIy4YaT TpeOyemMyro
CyMMY).

Icuxonornveckoe nasiaeHue (HekoTopble MOIIEHHHKHA NPUMEHSIOT
CTPaTErui0 IOCTEIIEHHOIO YXYAIICHUS COCTOSHHUSA JKEPTBBI, JOBOAS €€ N0
OTYasHUSI, ACTPECCUH WIM 4yBCTBA BHUHBL. OHHM OYIyT yrpoKaTh PACKPBITHS
JUYHBIX TaWH JIPy3bsiM, CEMbE WU padOTOAATENI0, BBIHYXIAs >XEPTBY
IJIATUTh CHOBA U CHOBA).

«PomanTnueckmin» maHtax (MHOrue MOIIEHHUKH TPUKPHIBAIOTCS
MAacKOM POMaHTHYHOIO YXaK€pa, BXOAS B IOBEPHE K IEBYIIKE WIIA MOJIOAOMY
YEeJIOBEKy, a 3aTeéM HEOXHUIAHHO MYyOJUKYIOT HHTHUMHBIE TOJPOOHOCTH
OTHOIIEHUH WJIM OTKPOBEHHBIE CHUMKHU, TPEOYs KOMIICHCAIMIO 32 MOJTYaHUE).

IMoayyenne komnpoMerupywmmux gaHHbix (Cnywyam, Korja
MOJIb30BAaTEIh CaM  BBIKJIAABIBAET KOMIIPOMETHUPYIOIMIYIO HWH(POPMAIIHIO
(boTorpadguu, BUIIEO, BBICKA3bIBaHUS), KOTOPYIO TIO3KE HCHOJIB3YIOT
3JIOYMBIIIJICHHUKH JUTS TIOTYYCHUS BBITOJIbI).

Kak 3allIMTUTHBCH OT BBIMOI'aTeJIbCTBAa B COIIMAJIbHBIX ceTsax?

HecMoTps Ha CIIOXXHOCTBH MPOOIEMBI, CYIIECTBYIOT JACHCTBEHHBIE MEPHI,
CHOCOOHBIE 3HAUUTEIBHO YMEHBUIUTh PHUCK MOABEPTHYTHCA TAaKOMY BHIY
KHOEpNpEeCTYIIICHUS:

IoBbimenue nugponoii rpamorHocTu ([loap3oBaTenu JOMKHBI YETKO
NOHUMATh PUCKU MyOJMKAMU JTUYHOM uHOpMmanuu B uHTepHeTe. CTouT
nu30eraTh BBICTABICHUS MHTHUMHBIX CHHUMKOB, NYyOJUKAaIMil B 3aKpBITHIX
IpyIIax U OTKPOBEHHBIX MEPEIHCOK).

Co3nanne cjaoxHbIX mapoJieii (PexomeHayercs BBIOMPATH JTUHHBIC
napojid, cojaepxamue OyKBbl, LHHU(PPbl U CHUMBOJBI, MEHSITh HUX KaxIble
[IOT0JlJa W  HWCHOJB30BAaThb MEHEDKEP TMApoJIe Uil XpaHEHHS |
CHHXPOHH3AIINH).



AxkTuBanus aByX(pakTopHoii ayreHTHdukanmuu (/IByxdaxkTopHas
IPOBEPKA CHUKAET PUCK B3JI0Ma aKKayHTa, MIOCKOJIbKY 3JIOYMBILLUICHHUKN HE
CMOT'YT BOCIIOJIb30BaThCS TOJIBKO MapOsIeM).

Kontpoap cnucka apyseii m moamucuukoB (CieayeT OrpaHHYUTH
JOCTYIl K CBOMM MarepuajaM, pa3peldB NPOCMOTP TOJBKO Y3KOMY Kpyry
IPOBEPEHHBIX JIFOIEH. HacTble YUCTKU CHUMCKOB JIPY3€W CHUKAIOT LIAHCHI HA
TIOITaIaHKE 3JI0YMBIIIJICHHUKOB B Ballly KU3HB).

Munnmuzanus auaHoii nagopmannu (UeM MeHbIIE TUYHBIX JaHHBIX
OTKPBITO JIJISl MyOJIMKH, TEM CIIOKHEE 3JI0YMBIIIIEHHUKAM HCIOJIb30BaTh UX B
KOPBICTHBIX LIeJsiX. He yka3piBauTe TOYHBIM aapec IMPOXKHUBAHUS, CEMEHMHOE
TIOJIOJKEHHE, BO3PACT U IPYTHE JIETaIU, KOTOPHIMH MOKHO MaHHUITYJIUPOBATh).

He orBeuars Ha yrpo3nl (Eciau BbI cTaiy 00OBEKTOM IIAHTaXa, BaXKHO
HE TOJJIaBaThCsl TpeOOBaHMUSIM BhIMoTrarteneil. Jlydiie cpazy oOpaTUThCS B
IIPABOOXPAHUTEIbHBIC OPTaHbl U T0JIATh KaJI00y).

MolleHHUYeCKHue NMHBCCTUHIIMOHHBIC 6I/Ip)KI/I -
MOIICHHUKH CO3/Ial0T (PasIbIIIMBbhIe WHBECTUIIMOHHBIC TIIIAT(HOPMBI, 3aMaHUBas
Trofiel oOemaHusIMu ObICTPON U JIeTKoW mpuObuTd. VX 11eb - 3aCTaBUTh Bac
TIEPEBECTU JEHBIU U UCUYC3HYTh.

IIpu3HaKu MOLIEHHUYECKOM OMpIKN:

e [apaHTHUPYIOT BBICOKYIO JNOXOJHOCTh IPU HYJIEBBIX puUcKax. Ecim Bam
o0elIaloT OrpoMHbIE NMpUOBUIM 03 pucka - 3T0 oOMaH. B peanbHOM
mupe naBectun BCEI'JIA conpsikeHbl ¢ pUCKOM.

e Hescupie wnm 3amyTaHHblie ycioBus. Takue TIaTGopMbl CKPBIBAIOT
KOMHCCHH, TPeOYIOT OOJBIINX CYMM JJIsS BRIBOJA WM BOBCE OJOKHUPYIOT
BO3MOYKHOCTb 3a0paTh ACHBIH.

e @anplIMBBIC OT3BIBBI U IMOJJICIbHBIE PEUTHUHTU. MOIICHHUKU CO3JAI0T
CalThl U MOJJCIbHBIC AKKAYHTHI, TJ€ SKOOBI «yCHEHIHBIE WHBECTOPHI)
pPacCKa3bIBaOT, KAK OHU pa30oraTeiu.

e ArpeccuBHOE naBlicHHE. «BKiampiBal celdac, IMOKa HE MO3JHO!»,
«Tonpko ceromHst akuus!» - €Ciau Bac TOPOIST, 3TO SIBHBIM MPU3HAK
MOILIICHHAYECTBA.

e Her munen3un u mpospaunoit madopmarnuu. Ecom y kKoMmanwm HET
opUIIMaTHFHON PETUCTPALINH, JINIICH3UNA W YETKUX JAHHBIX O BJIaJesIbIIax
- Oerwure.

Kak 3amuturh cCBOM 1eHbIu?

o [IpoBepsiite kommanuto. Uure nuieH3nn, opuiimaabHble TOKYMEHTHI,
OT3bIBbI HA HE3aBUCHUMBIX IUIOMIAKAX.

e He BeppTe 0OCHIaHUSIM «30JOTHIX TOp». EcCiIM JOXOJHOCTH KaKeTcs
CJIMIIIKOM XOPOIIe#, 4TOOBI OBITH ITPaBAOM - 3TO OOMaH.



e He npuHuMaiTe nocnemHpIx pemeHnil. MOMEHHUKHU 1aBAT HA YMOLIUH,
HO BbI JIOJKHBI COXPAHSTh XOJOAHBIN pa3yM.

e (CoBeryutrech ¢  dkcnepramu. [Ipexxne 4yeM  MHBECTUPOBATH,
MPOKOHCYJIBTUPYUTECH C HE3ABUCUMBIM (DMHAHCOBBIM CIICI[UATTUCTOM.

e lcnonw3yiiTe TOJIBKO TpOBEepeHHBIC IIaTGopMbl. JloBepsiTEe TONBKO
WU3BECTHBIM U JIMIEH3UPOBAHHBIM MHBECTUIIMOHHBIM KOMIIAHU M.

X Eciu Bac nmpocaT BHECTH JeHbIH HA HEU3BECTHYIO ILIAT(OPMY -
OyabTe octopo:xubl! He naiite cedst 00MaHyTh!

IIpaBoBbIe OCHOBBI IPOBEICHUSA ONepanuil ¢

KpI/IHTOBaJ]IOTOﬁ - PecnyOnuku benapych pa3BuBaroimiasics CTpaHa H
rpakJaHe aKTUBHO MOJIB3YIOTCS IU(PPOBBIMU TEXHOJIOTHSIMHU.

[TopsAmok OCYIIECTBICHUS CAECIOK C KPUNTOBAIKOTOW B HACTOAIICE
BpeMs ompeneneH YkazoMm llpesunenta PecnyOnuku benapycs ot 17
ceHTs10ps 2024 1. Ne 367 «O6 oOpamieHrur HUPPOBBIX 3HAKOB (TOKEHOB)»
(manee - Yka3 Ne 367).

VYkazom Ne 367 ycraHoBieHa OOS3aHHOCTb ISl (PUBMYECKHUX JIMII
COBEpIIATh ONEPALMHU MO MOKYNKe-MPoaaKe KPUITOBAJIIOTHI 32 JICHEKHbIS
cpeacTBa (Oemopycckrue pyOM, MHOCTPAHHYIO BaIIOTY WIHA DSJICKTPOHHBIC
JEHbIM) TOJIBKO TPU TOMOIIM KpuUnToOupk (omepatopoB oOMeHa
KPUNTOBAJIOT), SIBISIONIMXCS pe3uaeHTamMu [lapka BbICOKMX TE€XHOJIOTHH, a
TaKXe MePEUUCISITh (MEPEBOAUTH) JICHEKHBIE CPEJICTBA CO CBOMX OAHKOBCKHX
CYETOB, DJIEKTPOHHBIX KOIIEIHKOB HCKIIOUUTEIBHO YKa3aHHBIM pPE3UJICHTaM
[IBT.

CoBepuieHue omnepanuii mo Kyivie (mpoaaske) KPUMITOBAJIIOTHI HA
HHOCTPAHHBIX KPUNTOOMpP:KAaX W Yy (U3NYECKUX JHI SABJAETCH
HE3AKOHHBIM M 3ampeniaeTcs.

Yka3 No 367 He BBOAWT 3alpeT B OTHOLICHWM OMEpaIMi IO MEPEBOIY
KPUNTOBATIOTHl Ha 3apyOeKHbIE TOPrOBbIE IUIONIAJKHM U HEe OrPAHUYUBAET
BO3MOYXHOCTh MCIOJIb30BaHUSI (PM3UYECKUMU JIMIIAMU TaKUX TUIOIIAJIOK JIs
COBEpIIIEHUs omnepaluii ooMeHa (Harmpumep, oOMEH KPHUIITOBAIIOTHI OJHOTO
BHJIa HA KPUNTOBAIIOTY JPYTroro BUJA), HE CBS3AaHHBIX C HEMOCPEIACTBEHHBIM
BBOJIOM WJIM BBIBOJIOM JICHEKHBIX CPEJICTB.

Takum oOpa3om, B Hacrosimee BpevMsi B bemapycu aercTByrOT
cJielyI0Iue HOPMbI.

Pa3penieHo: mokynarh TOKeHbI (KPUITOBAJIOTY) 3a JECHEKHbBIE CPEJICTBA
TOJIBKO Ha OEJOPYCCKUX KPUINTOOUpPHKAX, SBISIIOIIUXCS pe3ugeHtamu [lapka
BBICOKMX TEXHOJIOTH;

OOMEHHMBATh TOKEHbl Ha JpPyTrHWe TOKEHbl Ha JIOOBIX KPHUITOIUIAThOpMax
(Hammpumep, ooOMeHuBaTh Bitcoin na Ethereum).



3anpenieHo: TMOKynaTh WIM MPOAAaBaTh TOKEHBI (KPUNTOBAIIOTY) 3a
JICHEHBIE CPEJICTBA HA MHOCTPAHHBIX KPUNTOOUPXKAX Uy PU3MUECKUX JIUII.

3amMIEHHOCTh 0T KHOepnpecTyIUIeHHH 3aBHCHT OT BalleH
FOTOBHOCTH BOCHPHUHUMATH HUHPOPMALUI0 KPUTUYHO M CO3HATEJIBLHO
MOAXOAMTHh K BbIOOPY MeToA0B 3amuThbl. TOJBKO MOCTOAHHBIH
MOHUTOPHHI OKpYsKaloumeH 00CTAHOBKY U NPUMEHEHHE aJeKBAaTHBIX Mep
CIIOCOOHBI 00eCcHeYUTh COXPAHHOCTH BAIIUX CPEACTB U JIMYHOM
HH(popMaLHH.

OTBeTCTBEHHOCTDH
3a coBepUIeHHe Ku0epnpecTynjieHun

YTro/10BHBIN KOJIEKC

Crartbs 208. BLIMOrareanLcTBo

1. TpebGoBaHne nepenadyn MMYIIECTBA WJIM NpaBa HAa MMYIIECTBO JINOO COBEPUICHUSI KAKUX-THOO IeHCTBUHA
MMYIIECTBEHHOTO XapaKTepa o] yrpo30i MIPUMEHEHNS HACHINSA K IOTEPIIEBIIEMY WIH €ro OJNM3KUM, YHHYTOXCHUS
WIN TIOBPEKACHHUS HMX HMYLIECTBA, YHHUTOXKCHHUS, 3aBIAACHUS, OJIOKHMPOBAHUS, MOAM(PHUKAINN KOMITBIOTEPHON
nH(pOpMAaLUH, pacTIpOCTPAHEHHUS KIICBETHUUECKHUX WM OTJIAIICHHS MHBIX CBEACHHH, KOTOPbIE OHH XKETAI0T COXPAHUTh
B TaliHe (BBIMOTaTeNIbCTBO), -

(B pen. 3akona PeciyOonmku benapych ot 26.05.2021 N 112-3)

Haka3bIBaeTcsl ITpadoM, WM HCIPABUTEIbHBIMU paboTaMM Ha CPOK 1O JBYX JIET, WM apecToM, HJIH
OrpaHHYEHHEM CBOOOIBI Ha CPOK JI0 TISITH JIET, WIIM JIMIIIEHHEM CBOOOBI Ha TOT XKe CPOK.

(B pen. 3akona PeciyOnmku benapych ot 05.01.2015 N 241-3)

2. BpIMOraTenscTBO, COBEPUICHHOE MOBTOPHO, JIMOO TPYMHION JIHIl MO MpPEABapUTEIBHOMY CTOBOpY, JHOO C
MPUMEHEHUEM HACUJIHUS, HE OTACHOTO JUIsl )KU3HU WM 370POBBS MOTEPIEBIIETO, JIMOO TOJ yrpo30i yOuiicTBa min
NPUYUHEHUS] TSHKKOTO TEJIECHOTO IOBPEXICHMS, JIMOO COEIMHEHHOE C YHHUYTOXKCHHEM WIHM ITOBPEXKICHHEM
MMYILECTBA, JTUOO C IEJbI0 MOTyUeHNs] IMYIIECTBEHHON BBITOJIBI B KPYITHOM pa3Mepe -

(B pen. 3akona PeciyOmuku bemapycs ot 15.07.2009 N 42-3)

HaKa3bIBAETCsI JIMIIEHHEM cBOOO/IBI HA CPOK OT TPEX A0 JECATH JIeT co mTpadom win 6e3 mrpada.

(B pen. 3akoHoB Pecrryommku benmapyce ot 04.01.2003 N 173-3, ot 15.07.2009 N 42-3, o1 09.01.2019 N 171-3)

3. BeIMoraTenscTBO, COBEpPIIEHHOE OPraHW30BaHHOM IPYIIIOH, MO0 ¢ IpUMEHEHNEeM HACHIIUS, ONAacHOTO IS
JKU3HH WM 3J0POBBS MOTEPIIEBIIEro, JIMOO TOBIEKIIEe HHBIE TSHKKHE IOCHIEICTBHA, JTHOO C LENbI0 MOIydYeHHS
HMMYIIECTBEHHOH BBITO/IBI B 0CO00 KPYITHOM pa3Mepe -

(B pen. 3akona PecniyOsmuku benapych ot 15.07.2009 N 42-3)

HaKa3bIBAETCS JTUIIEHNEM CBOOOIBI Ha CPOK OT IISITH A0 MATHAALATH JET CO ITpadoMm.

(8 pen. 3akoHoB Pecrrybmmxu benapyce ot 04.01.2003 N 173-3, ot 15.07.2009 N 42-3, o1 09.01.2019 N 171-3)

[Ipumeuanue. ITog Mmogudukanmeit KoMIpIOTEpHON HHGOOPMAIMK B HACTOSIIEH cTaThe, cTaThiax 212, 216, 350
u 354 Hacrosimiero Kojekca HOHMMAIOTCSl MPOTHBONPABHOE W3MEHEHHE KOMIIBIOTEPHON MH(OpMaLiK 1100 BHECEHNE
B KOMIIBIOTEPHYIO CHCTEMY 3aBEJIOMO JIOKHOI KOMITBIOTEPHOH HH(OpMAIIUH.

(npumeuanue BBeneHo 3akoHOM Pecriy6umku benapych ot 26.05.2021 N 112-3)

Crarbs 209. MomeHHHYECTBO

1. 3aBnazieHrie UMyIIECTBOM JINOO MPHOOpPETEHNE TpaBa Ha UMYIIECTBO MMyTEM OOMaHa WIIH 3JI0YTIOTPEOICHUS
JIoBepreM (MOIIIEHHHYECTBO) -

HaKa3bIBAIOTCS OOIIECTBEHHBIMU paboTamu, WK MTpadoM, WIM HCIPABUTENBHBEIMU paboTaMH Ha CPOK [0
JIBYX JIET, WJIH apECTOM, HJIM OTPaHUYSHUEM CBOOOIBI HA CPOK J0 TPEX JIET, MU JIUIIIEHHEM CBOOOIBI Ha TOT K€ CPOK.
(B pen. 3akonoB PecryOimku benapych ot 15.07.2009 N 42-3, ot 05.01.2015 N 241-3)

2. MOUICHHUYECTBO, COBEPIICHHOE TOBTOPHO JIMOO TPYIIION JIAL, -

HaKa3bIBaeTCs MTpadoM, WM HCIPABUTCIbHBIMH pabOTaMU HA CPOK O JABYX JIET, WIH apecTOM, HWJIH
OrpaHUYEHUEM CBOOOJIBI HA CPOK JI0 YETHIPEX JICT, UK JIUIICHUEM CBOOOIBI HAa TOT K€ CPOK.
(8 pen. 3akona Pecniy6muku benapycs ot 05.01.2015 N 241-3)

3. MOIIIEHHIYECTBO, COBEPIIICHHOE B KPYITHOM pa3Mmepe, -



HaKa3bIBAETCsl OrPaHUUCHUEM CBOOOJBI HA CPOK OT JIBYX JO IISTH JICT WM JIMIICHUEM CBOOOJIBI HAa CPOK OT
JBYX JI0 CEMH JIET co 1Tpadom mwin 0e3 mrpada.
(aactb 3 crateu 209 B pen. 3akoHa Pecniyonmku benapycs ot 26.05.2021 N 112-3)
4. MoOIIEHHIYECTBO, COBEPILICHHOE OPraHU30BaHHO IpyNIIoii 1160 B 0c000 KpyITHOM pasmepe, -
HaKa3bIBAETCs JIMIIEHHEM CBOOO/IBI Ha CPOK OT TPEX JI0 IBEHAILATH JIET CO ITpadoM.
(B pen. 3akonoB Pecy6muku bemapyce ot 04.01.2003 N 173-3, ot 22.07.2003 N 227-3, ot 09.01.2019 N 171-3, ot
17.02.2025 N 61-3)

Cratps 212. XunieHue HMYIIeCTBA MyTeM MOAN(PUKALMU KOMIbIOTepHOH HHpoOpMauu
(8 pen. 3akona Pectiybmmku bemapyce ot 26.05.2021 N 112-3)

1. XuieHre UMyIiecTBa myTeM MOTUPHUKAIIMYA KOMITBIOTCPHOM HHPOPMALIUH -

HakKasbIBaeTCs MmTpad)oM, WIM JUIICHHUEM IpaBa 3aHUMATh OIPEICICHHBIC ODKHOCTH WM 3aHUMAThCS
OTIPEJICNICHHOM JESITeNbHOCTHIO0, WM apecTOM, UM OTPaHHUYEHUEM CBOOOJBI HAa CPOK O TpeX JIeT, WIH JUIICHHEM
CBOOO/TBI HA TOT K€ CPOK.

2. To xe AesiHUE, COBEPIICHHOE IIOBTOPHO JTUOO TPYIIIOH JIUIL IO MPEBAPUTEILHOMY CTOBODY, -

HaKa3bIBaeTCs IMTpadoM, WIH HCIPABUTCIBHBIMH pabOTaMH Ha CPOK 0 JABYX JIET, WIH apecTOM, HWJIH
OTpaHUYECHUEM CBOOOMBI Ha CPOK JI0 YETHIPEX JIET, WM JIMIICHAEM CBOOOBI Ha CPOK IO IIATH JICT C JINIICHUEM TIpaBa
3aHAMATh OTIPEIeICHHBIC JTODKHOCTH WM 3aHIMATHCS ONPEICIICHHON NesITeIbHOCTRIO WK 0€3 JTHIICHHS.

(B pen. 3akona PeciyOmuku bemapycs ot 17.02.2025 N 61-3)

3. lestHus, IpeayCMOTpPEHHBIC YacTsIMA | MK 2 HACTOSIIEH CTaThH, COBEPIICHHBIC B KPYITHOM pa3Mmepe, -

HAaKa3bIBAIOTCS OTPAHWYCHHEM CBOOOIBI Ha CPOK OT IBYX IO IISATH JIET FUIM JIMIIEHHEM CBOOOJBI Ha CPOK OT
JIBYX JI0 CEMH JIeT co IuTpadoM wiu Oe3 mTpada U ¢ JUIISHUEM NpaBa 3aHUMATh ONpPEJeNICHHbIE JOJDKHOCTH WA
3aHUMAaThCA ONPEICIEHHON 1eATeIbHOCTBIO WIIH 0€3 JINIIECHUS.

4. JlesaHus, mpemxyCMOTpeHHbIE YacTsaMu 1, 2 wiM 3 HACTOAIIEH CTaThH, COBEPIICHHBIE OPraHU30BAHHOM
TPYMIIOi MO0 B 0C000 KPYITHOM pa3mMepe, -

HaKa3bIBAIOTCS JIMIICHHEM CBOOOJBI Ha CPOK OT IISITH IO JABEHAAUATH JIET CO WTpadoM U C JHMIIEHHEM IpaBa
3aHUMAaTh OIPEEICHHbIE JOJDKHOCTH MM 3aHUMAThCS ONPEIeJICHHON e TeIbHOCTHIO WK Oe3 JIMIICHUS.

Cratbs 349. HecaHKIIMOHUPOBAHHBIN 0CTYNl K KOMIILIOTePHOil nHGopMauuu
(B pen. 3akona Pectiyomku benmapych ot 26.05.2021 N 112-3)

1. HecaHKIIMOHMPOBaHHBIA IOCTYNl K KOMITBIOTEPHOH WH(OpPMAINH, CONPOBOXKIAIOIIUICS HapylIIeHHEeM
CHCTEMBI 3alUThl (HECAaHKIMOHMUPOBAHHBIA JOCTYN K KOMIBIOTEPHOH MH(OPMAINH), COBEPIICHHBIH M3 KOPBHICTHON
3aMHTEPECOBAHHOCTH JIMOO MOBJIEKIINH 10 HEOCTOPOKHOCTH MPUYMHEHHE CYIIECTBEHHOTO Bpea, -

HaKa3bIBACTCA IlITpa(I)OM, WM JAOICHUCM IIpaBa 3aHUMaTb ONPEACIICHHBIC MOOJLDKHOCTH WU 3aHUMATLCA
OTIpe/IeNIeHHON JesITeIbHOCThIO, WIM apecTOM, WIM OTPaHWYCHHEM CBOOOJBI HA CPOK JO JBYX JIET, WJIH JIMIIEHUEM
CBOOOJIBI HA TOT K€ CPOK.

2. HecaHKUMOHMPOBAHHBI JOCTYNl K KOMIBIOTEPHOH HH(OpManuu JUOO CaMOBOJIBHOE IOJIb30BAHHE
KOMITBIOTEPHOW CHCTEMOM MWJIM CEeThIO, TMOBJIEKIIHME MO HEOCTOPOXKHOCTH KpyLIEHHE, aBapuio, KatacTpody,
HECUYACTHBIE CIIy4Yau C JIF0JIbMH, OTPHLATENIbHBIE H3MEHEHUS B OKPYXKAIOLIEH CpeJie WM UHBIE TSHKKUE MOCIEICTBHS, -

HaKa3bIBAIOTCS] OTPAaHMUYCHNEM CBOOOBI Ha CPOK 10 TIATH JIET WM JIMIIEHHEM CBOOOBI Ha CPOK JI0 CEMHU JIET.

Cratbs 350. YHUUYTOKEHUE, 0JIOKMPOBaHNE WM MOAM(UKALUS KOMILIOTEPHOH HH(pOopManuu
(B pen. 3akona Peciyomku benmapych ot 26.05.2021 N 112-3)

1. YMBIIUIEHHBIE YHHUYTOXKEHHWE, OJIOKMpPOBAHWE, NMPHUBEIEHHE B HETPUTOJHOE COCTOSHHE KOMITBIOTEPHOM
nHQOpPMALMH, pa3pylIeHHEe, ONOKMpOBaHWE JHOO0 HapymieHHe paboThl KOMIBIOTEPHOW CHCTEMBI, CETH WIH
MAIIPMHHOTO HOCUTENS JTHO0 MOANGHUKAINS KOMITBIOTEPHOW HH(OPMAIIMU MIPH OTCYTCTBUU HMPHU3HAKOB IPECTYIUICHUS
MIPOTHB COOCTBEHHOCTH, ITOBJICKIIINE IPUINHEHHE CYIIECTBEHHOTO Bpea, -

HaKa3pIBAIOTCA MITpadoM, WM JIMIICEHHEM MpaBa 3aHUMATh ONpPENEICHHBIE MOJDKHOCTH WIM 3aHHMATHCS
OTIpe/IeTIeHHON esTeIbHOCTHIO, WIIM apecTOM, WIIM OIpaHWYE€HHEM CBOOOJBI Ha CPOK /IO TPEX JIET, WIN JIMIICHUEM
CBOOO/IBI Ha TOT XK€ CPOK.

2. Te >xe nestHUs], COBEpIIEHHbIE TTOBTOPHO JINOO IPYMIIOH JIMI] 110 PEIBAPUTEIHHOMY CrOBODY, -

Haka3bIBarOTCs mTpadom, WM apecToM, WIN OrpaHuYEHHEM CBOOOJBI Ha CPOK N0 MSTH JIET, WU JIMIIEHUEM
cBOOO/IBI HAa TOT K€ CPOK C JIMIICHWEM IpaBa 3aHUMAaTbh ONpEAEIECHHbIE JTOJDKHOCTH MIIM 3aHMMAThCS ONpeeTIeHHON
JIeITEIIbHOCTHIO MIIH 0€3 JINIICHHS.

3. JlesHus, TpexyCMOTpEHHBIE HYacTAMH | WIM 2 HACTOAIMIEH CTaThH, MOBJEKIIHE 0 HEOCTOPOXHOCTH
MOCIIEACTBYSI, YKa3aHHbIe B yacTH 2 cTarbh 349 Hactosmiero Kogekca, -

HAKa3bIBAIOTCSl JIMIIEHWEM CBOOOIBI Ha CPOK OT TpeX MO0 JECATH JIeT C JIMIIGHHEM IIpaBa 3aHUMAaThb
OTIpeZIeTICHHbIE JOJKHOCTH WIN 3aHUMAThCS OIIPEAEICHHOHN NEeITEIbHOCTIO HIIH 0€3 NIICHHUS.

Crartbs 352. HenmpaBoMepHoe 3aBJIa/iecHHe KOMIIBIOTePHOI HH(poOpManuei
(B pexn. 3akona Peciybnuku benapycs ot 26.05.2021 N 112-3)



1. YMBIIICHHBIC HECAHKIMOHUPOBAHHOE KOMHMPOBAHHUE, MEPEXBAT KOMIBIOTCPHOH HH(GOpPMAIMU JINOO HHOE
HEMPaBOMEPHOE 3aBJIaICHUEC KOMIBIOTEPHOI HH(pOpMAaIIHEH, MOBICKIINE MPUIHHEHHUE CYIIICCTBEHHOTO Bpea, -

HAKa3bIBAKOTCA MTpadoM, WM JIMIICHUEM MpaBa 3aHUMATh OIPEICIICHHBIC IODKHOCTH WM 3aHAMAThCS
OTIpEJICNICHHOM JESITEeNbHOCTHIO, WM apecToM, WM OTpaHHMYEHHUEM CBOOOJBI Ha CPOK A0 TPEX JIeT, WIH JIMIICHHEM
cBOOOIBI HAa CPOK IO IBYX JIET.

2. Te e nestHAs, COBEPIICHHBIE TOBTOPHO JIN0O TPYIIIOH JIUI] TI0 TIPEIBAPUTEIIEHOMY CTOBODY, -

HaKa3bIBAIOTCA MITpadoM, WM apecToM, WM OTpaHHIEHHEM CBOOOJBI HA CPOK A0 ISTH JIET, WU JINIICHUEM
cBOOOJIBI Ha TOT K€ CPOK C JIMIIEHHEM IpaBa 3aHUMATh OIPEACICHHBIC TOJKHOCTH M 3aHUMAThCS OTIPeIeIeHHON
JIEITEILHOCTRIO HIIK O€3 JTUIIICHMS.

3. JlesHus, TpexyCMOTpEHHBIE dYacTAMU | wiIM 2 HACTOAMEH CTaThH, MOBJEKIIHE 10 HEOCTOPOKHOCTH
MOCIIEACTBYSI, YKa3aHHbIE B yacTH 2 cTatbu 349 Hactosimero Konekca, -

HAKA3bIBAKOTCS JIMIICHUEM CBOOOJBI HA CPOK OT TPEeX JO0 CEMH JIeT C JIAIICHUEM T[paBa 3aHUMATh
OTIpEICIICHHbBIC TOJHKHOCTU WU 3aHUMAThCS OTIPEICIICHHON ICATSIIbHOCTRIO HITH O3 JINIICHUS.

Cratbs 354. PazpaGoTka, HCII0JIb30BaHNE, PACTPOCTPAHEHNE JHGO0 COBIT BPEIOHOCHBIX KOMIbIOTEPHBIX
MPOrpamMM WM CHeNHATbHBIX NPOrPAMMHBIX HJIM ANIMIAPATHBIX CPEACTB
(8 pen. 3akona Pectiybmmku benmapych ot 26.05.2021 N 112-3)

1. Pa3paboTka, HCTIONB30BaHUE, PACIPOCTPAHEHHE TUOO COBIT KOMITBIOTEPHON MIPOTPAMMEBI HITH CIIEHAIEHOTO
MPOTPAMMHOTO WJIM aIlllapaTHOTO CPEACTBA, 3aBEAOMO IPEIHA3HAYCHHBIX IS HApPYIICHUS CHUCTEMBI 3allUTEHI,
HECaHKIIMOHMPOBAHHOTO  JOCTyNMa K  KOMIIBIOTEPHOW  cHUCTEeMe, CEeTH WJIM  MallMHHOMY  HOCHTEJIO,
HCCAHKIIMOHUPOBAHHOTO YHHYTOXKCHHUS, OJOKMPOBaHUs, MOJU(PUKAIMKN KOMIBIOTCPHOH HH(DOpMAIUK MK
HETMPABOMEPHOTO 3aBJIAZICHUS KOMIBIOTECPHOW MHGpOpManued 00 HapyUIeHUsS PabOThl KOMIBIOTCPHON CHCTEMBI,
CETH WJIM MAIIMHHOTO HOCHUTEI, -

HAKa3bIBAKOTCA MITPaoOM, HIH apecTOM, WM OIPaHMYCHHUEM CBOOOJBI HA CPOK JIO TPeX JIET, MU JIAIICHUEM
CBOOOJIBI HA TOT K€ CPOK.

2. Te e necTBUS, COBEpIICHHBIE TPYIIIOH JIHII IO MPEIBAPUTEIFHOMY CTOBOPY, -

HaKa3bIBAIOTCS MITpadoM, WM apecTOM, WIIA OTPaHUYEHHEM CBOOOIBI HA CPOK JO TISTH JIET, WU JIUIICH HEM
cBOOOJIBI Ha TOT K€ CPOK C JIUIICHHEM IIpaBa 3aHAMATh ONPE/IEICHHBIC TOKHOCTU WM 3aHUMAThCS OIpeIelICHHON
JIESITENLHOCTRIO HIIA O€3 JIUIIIEHHS.

3. [eiicTBusl, MpeayCMOTPEHHbIE YacTAMU | MM 2 HACTOSILEH CTaTbM, MOBJIEKIIHME MO HEOCTOPOXKHOCTH
MOCJIEACTBUS, YKa3aHHbIE B yacTH 2 ctaTbi 349 Hacrosuiero Konekca, -

HaKa3bIBAIOTCS JIMIIEHUEM CBOOOJBI HA CPOK OT TpeX M0 JECSITH JIeT C JIMIIEHWEM TMpaBa 3aHUMATh
oTIpeJieNIeHHbIE JJOHKHOCTH WM 3aHUMATHCS OMPENIETICHHON AeITeIbHOCThIO Ui 0€3 JIUIIEeHUSI.

Cratbs 355. HapynieHne npaBuJI dKCILUIyaTAHH KOMIBLIOTEPHO# CHCTEMbI HJIH CETH
(B pen. 3akona Pecy6nmku benapych ot 26.05.2021 N 112-3)

1. YMBIIDICHHOE HApYIICHHE TPAaBHI SKCIUTyaTallil KOMITBIOTEPHOH CHUCTEMBI WIIH CETH JIHIIOM, MMM
JIOCTYTI K 3TUM CHCTEME WIIH CETH, ITOBJIEKIIEE IO HEOCTOPOKHOCTH IIPUINHEHHE CYIIIECTBEHHOTO Bpea, -

HakaspiBaeTcs mTpadoM, WIM IUIICHHEM IpaBa 3aHUMATh OIpEIeNICHHBIC MOJDKHOCTH WM 3aHUMAThCS
OTIpeNIeICHHON NIeSATeTHbHOCThIO, WM HCHPABUTEIHHBIMH paboTaMH Ha CPOK O ABYX JIET, WM OTPaHHICHUEM
CBOOOTBI HA TOT K€ CPOK.

2. To ke nesHWe, TOBJEKIIEe IO HEOCTOPOKHOCTH IOCIEJICTBUS, yKa3aHHbIE B dYacTh 2 cTaThul 349
Hactosmero Koaekca, -

HaKa3bIBaeTCsl OTpaHUICHHEM CBOOOJBI HA CPOK JIO TISTH JIET WK JTUIICHUEM CBOOOJIBI HA CPOK JO CEMH JIET C
JUIIICHWEM TpaBa 3aHUMaTh OMNpeaeleHHbIE JODKHOCTH WM 3aHUMAThLCS OMpEACIEHHOW NEesATeIbHOCThI0 Wiu 0e3
JIAIIEHUA.

KOI{CKC 00 AIMHUHUCTPATUBHBLIX NMPABOHAPYIICHUAX

Crartbi 11.1. MejKkoe XHIIeHHE

Menkoe XUWIIEHHE WMYIIECTBA IyTEM KPaXXd, MOIICHHUYECTBA, 3JIOYMOTPEOICHUS  CIIy)KEOHBIMU
MOJTHOMOYHSIMH, TPUCBOCHUS WIIM PACTPaThl, XHIICHUS IYTEM HCIOIb30BAHUS KOMIBIOTEPHOW TEXHUKH, a PaBHO
MOIBITKA TAKOTO XUIICHUS -

BIICKYT HaJOXeHHue mrpada B pa3Mepe OoT IBYX 0 TPUALATH 0a30BBIX BEIHYHH, WIH OOIICCTBCHHBIC PaOOTEHI,
WX aIMUHUCTPATUBHBIN apecT.

IMpumeyanue. Iloxg MenkuM XHWIIEHHEM B HACTOSIIEH CTarbe [OHUMAIOTCS XUICHHE HMMYIIECTBA
IOPUAMYECKOrO JIMIA B CyMMe, HE IPEBBIILIAIOIICH JeCATHKPATHOrO pa3Mepa 0a30BOi BEINYHHbI, YCTAHOBIEHHOTO Ha
JIEHb COBEPINCHUS JCSHUS, 32 MCKIIOUEHUEM XHIIEHUs opleHa, meaanu Pecryonukn bemapycs, CCCP wim BCCP,



HarpyJHOTO 3HaKa K nodeTHoMy 3BaHuto PecnyOmuku benapycs, CCCP mim BCCP, a Taxke XHIEHME HMYIIECTBA
(hu3MYECKOTO JHLa B CyMME, HE MPEBBILIAIONIEH IBYKPaTHOTO pa3Mepa 0a30BOH BEJIMUUHBI, yCTAaHOBICHHOTO HA JI€Hb
COBEpLICHHs [esHUS, 32 WCKIIOYEHHEM XHWIIeHHs opjeHa, menann Pecmybmmkn benapycs, CCCP wmmun BCCP,
HarpyJIHOTO 3HaKa K rnodetHoMy 3BaHuio PecryOnukn benapycs, CCCP mim BCCP n1bo XuiieHwusi, COBEpIIEHHOTO
TPYNHON JHL, THO0 MyTeM Kpaku, COBEPLIEHHOM M3 OJEX/Ibl MM PYYHOH KJIaJu, HAXOJUBLIMXCS TPH HEM, JIMOO ¢
MPOHUKHOBEHUEM B >KHITHIIE.

Crartpbsa 12.35. He3akoHHOe npegocTaBieHue PEeKBU3UTOB IUIATEKHBIX HHCTPYMEHTOB
(BBenmena 3akonom Pecry6muku Bemapycs ot 17.02.2025 N 61-3)

1. He3akoHHOE TpelOCTaBICHHE W3 KOPHICTHBIX IMOOYKICHWH HaXOISAIIUXCS B 3aKOHHOM BIIAICHHUW JTHIIA
PCKBU3UTOB OaHKOBCKHX IUIATEKHBIX KApTOYCK OO ayTCHTU(UKAI[MOHHBIX JaHHBIX, MOCPEIACTBOM KOTOPBIX
BO3MOXKHO TOJyYEHHE TOCTYIA K CUeTaM, 3JIEKTPOHHBIM WJIM BUPTYaJIbHBIM KOIIEIbKAM, -

BJICUCT HAJNIOKEHHUE MTpada B pasMepe OT MATH 10 TPUANATH 0A30BBIX BEITHYHH.

2. To xe nesHue, COBEPIICHHOE B TEUEHUE OJIHOTO T'0/Ia MOCJE HAJOKEHUS aIMUHUCTPATUBHOTO B3BICKAHUS 32
Takoe k€ HapylUIeHHe, -

BJICUCT HAJIOXKCHHE IITpada B pasMepe OT ABAIIATH 10 MATHACCATH 0A30BBIX BEIUYMH, WIH OOIICCTBCHHBIC
paboThI, MM aIMUHHUCTPATUBHBIIN apecT.

Cratbs 13.3. He3akoHHas npeANpMHUMATEIbCKAS /1eSITeIbHOCTD

1. TlpennpuHnMMaTtenscKas [EATENBHOCTh, OCYIIECTBIsAeMas O3 JIMIEH3UH, CIEHHATbHOTO pa3perIeHus
(JMmeHsuM), KOT/a TakWe JIMIEH3MS, CHEIHalbHOE paspelleHHe (JIMLEH3Ws) 00sA3aTelbHBI, MO0 C HapyIIeHHEM
TpeOOBaHUII M YCIOBUIl OCYIIECTBICHUSI BHJOB JCATEIBHOCTH, NMPEIYCMOTPEHHBIX B CIICIHAIBHBIX Pa3pelIeHUsIX
(uneHsusx), -

(B pen. 3akona PecniyOnuku benapyck ot 22.04.2024 N 365-3)

BJEYET HAJIOXKECHHUE ITpada B pa3Mepe OT AECITH 10 MATHACCATH 0a30BBIX BEJIWYMH, HA MHAWBUIYaJIbHOTO
NpeANpUHUMATENS - OT JECATH A0 JIBYXCOT 0a30BBIX BEJMUMH C KOH(HCKAIMEH 10 CTa MPOLEHTOB CYMMBI JI0XOJa,
MOJIyYEeHHOTO B PE3YJIbTAaTe TaKOH JEsTeNbHOCTH, WM 0e3 KOH(UCKALUH, a Ha IOPUIUYECKOE JIMLO - N0 IATHCOT
0a30BBIX BEIMYMH C KOH(HCKAMEH 1O CTa MPOIEHTOB CYMMBI A0OXOJa, IOIYYEHHOTO B pe3yJbTaTe TaKoH
JeITEIIBHOCTH, WM 0e3 KOH(PHUCKAIHH.

2. IpeanpuHUMAaTENbCKas JESITENbHOCTD, OCYIIECTBIsIeMas: 0€3 Tocy1apCTBEHHOH perncTpanny, KOraa Takas
peructpanusi oOs3arenbHa, AM00 0e3 yKa3aHHOW TOCYNapCTBEHHOM perHCTpaluyd W JIMIEH3WH, CHEHUaIbHOTO
paspemnieHuns (JIMIEH3MH), KOTJa TaKHe JIUIEH3MsI, CTIeIMaIbHOE pa3pelieHne (JIMIeH3ns1) 00s3aTeNbHEL, -

(B pen. 3akona PeciyOmuku benmapyces ot 22.04.2024 N 365-3)

Bje4YeT HajoxeHue wmrTpada B pasMepe g0 cra 0a30BbIX BEIMYMH C KOH(pHCKauueid mpeaMera
aJIMHUHHUCTPATHBHOTO NPAaBOHAPYUICHUS, OPYAUIl U CPEACTB COBEPLICHHS aJIMHUHHCTPATUBHOTO NPaBOHAPYIIEHHS, a
TaKXKe [0 CTa MPOIEHTOB OT CYMMBI J0XOAd, IOJY4EHHOTO B pe3ylbTaTe TakoW IesTelIbHOCTH, HIH 0e3
KOH(pUCKauu.

3. OcyimecTBieHHe MPEeIIPUHUMATENECKON esSTeIbHOCTH, KOT/la B COOTBETCTBHU C 3aKOHOJATEIbHBIMH
aKTaMHM Takasi 1esTeJIbHOCTD ABIISeTCA HEe3aKOHHOW U (WMIIM) 3ampeniaercs, -

BJI€YET HaJOXKeHHE ITpada B pazMepe OT JBaAIATH [0 MATHACCITH 0a30BBIX BEJIMUYHH C KOH(PHUCKAIMEH /10 cTa
MPOLICHTOB CYMMBI J0XOJa, IOJyYEHHOTO B DE3yJbTaTe€ TAaKOH IEsTENbHOCTH, OPYAWH M CPEICTB COBEPIICHUS
aJIMUHUCTPATUBHOTO TIPAaBOHApYyNICHUsT Wi 0e3 KOH(QUCKAUM, HAa WHIMBHIAYaJIbHOTO NPEINpHUHUMATENS - OT
JBaJIATH J0 JIBYXCOT 0a30BBIX BEJIMYMH C KOH(UCKAIMEH 10 CTa NMPOLEHTOB CyMMBI JIOXOJa, IOJY4YEHHOTO B
pe3ynbTaTte Takoi AEATEIHHOCTH, OPYIUH M CPEICTB COBEPIICHMS aAMUHHCTPATHBHOIO NpaBOHApYIICHHS Wi 0e3
KOH(HCKANH, a Ha IOPUAMYECKOE JIUIIO - 0 MATHCOT 0a30BBIX BEIWYHH C KOH(PHUCKAIMEH 0 CTa MPOIEHTOB CYMMBI
JI0XO0Ja, TIOJYYEHHOTO B pE3yJibTaTe TaKOW NIEATENFHOCTH, OPYIOHH M CPEACTB COBEPUICHHS aIMHUHHCTPATHBHOTO
MIPaBOHAPYIICHUS WU 0e3 KOH(DHUCKAIIH.

4. 3aHATHE NPEANPUHAMATEIHCKONW AEATEIPHOCTHIO JIMIOM, JUII KOTOPOTO 3aKOHOAATEIBHBIMH aKTaMHU
YCTaHOBJICH 3aIIpeT Ha OCYIIECTBICHUE TaKOW AEATEIBHOCTH, -

BJICUET HANOXKEHHUE mTpada B pasMepe OT JECATH 10 TPUAIATH 0a30BBIX BEITHMYNH.

IMpumeuanue. 1. [Tox 10X0M0M OT HE3aKOHHOW MpPEANPUHUMATEIBCKOH IEATEIbHOCTH, OCYILECTBIIEMON 0e3
rOCy/lapCTBEHHON pETHCTpallid, a PaBHO MOIYYEHHBIM B pPE3yIbTaTe OCYILECTBIEHHS MPEANPHHUMATEIbCKON
JIeITeIIbHOCTH, KOT/Ia B COOTBETCTBHU C 3aKOHOAATEIbHBIMU aKTaMH TakKas JEATebHOCTh SBISETCS HE3aKOHHOW M
(unm) 3amperaercs, B HACTOSMLIEH CTaThe CIEAYET MOHUMATh BCIO CYMMY BBIPYYKH (Z0X0J1a - JUISi HHAWBHUIYaIbHBIX
HpeAnpUHUMAaTeNeH, IPUMEHSIONINX OOLIUH MOPSIIOK HAIOro00I0KEeH)s) B AEHEKHOM MM HaTypainbHOU (opme 6e3
yudera 3arpaT Ha ee (ero) moiydeHue. J[oXon, IOJydEHHBIH B HaTypalbHOW (opMe, IOUICKUT OINpEAeTeHUI0 B
JICHE)KHOM BBIPAYKCHHH.

2. Mo 10X0I0M OT HE3aKOHHOHW MPEeANPUHIMATEIBCKON ASSITENTLHOCTH, OCYIIECTBIIEMON C TOCY1apCTBEHHOM
perucrpanuel 6e3 JHUIEeH3UH, CIEIUATBHOTO pa3penieHusl (JTUICH3UN) TU00 C HapyIIeHuEM TpeOOBAHUN U YCIIOBHIMA
OCYIIECTBIICHHS BUAOB NIEATEIHHOCTH, MPEIyCMOTPEHHBIX B CIICIIHATIBHBIX Pa3pemeHuAX (JIUIEH3MX), B HACTOAICH
CTaThe CIENyeT MOHUMATh CYMMY BBIPYYKH (OXOAa - JUI1 MHIUBHUIYaJbHBIX NPEANPHUHAMATEICH, TMPUMCHSIOIINX
00IIMi MOPSAZAOK HAJOrOOOJIOKEHUS) OT peali3aluy TOBapoB (paboT, yCiIyr), UMYIIECTBCHHBIX IPAaB, MOJYYCHHOMN
(TI0JTy4EeHHOT0) TI0 ATOM JESITEIBHOCTH, 33 BEIUCTOM KOCBCHHBIX HAJIOTOB, & TAKIKE MOHECCHHBIX MPU OCYIIECTBICHUU



YKa3aHHOW AEATENbHOCTH TOKYMCHTAaJbHO MOATBEPXKACHHBIX 3aTpaT MO MPOU3BOJCTBY M peajHu3allid TOBAapOB
(paboT, yciyr), IMYIIECTBEHHBIX NPaB, YYUTHIBACMBIX IPU NPHMCEHECHUH OOLIErO MOpsiIKa HAIOrOOOI0KEeHUs (B TOM
YHCIIe TAKKUX 3aTPAaT, MOHECCHHBIX B MEPHO. MPUMEHEHHUS 0CO00TO PEeXKUMa HAIOr000I0KeHusT). JI0X0, Oy YeHHBIH
B HATYpaJIbHOH (HopMe, TIOUICIKHUT ONPEICTICHHIO B ICHEKHOM BBIPAKCHHUH.

(8 pen. 3akona Pecniy6nuku benapyck ot 22.04.2024 N 365-3)

Cratps 23.4. HecaHKIHOHUPOBAHHBIH T0CTYN K KOMIBIOTEPHOIl HHpOpMaUU
HecaskunoHHpOBaHHBIH IOCTYN K WHQOPMALWH, XpaHALICHCS B KOMIIBIOTEPHOW CHCTEMe, CeTH WIH Ha

MAaIIHHHBIX HOCHUTEIISX, COMIPOBOKAAIONIIICS HAPYIIICHHEM CHCTEMBI 3aIUTHI, -
BJICUCT HANO)KEHHUE ImITpada B pa3Mepe OT IBAALATH JO TPUALATH 0a30BBIX BEIUIHH.
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